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Team identity

issues

metrics

solutions

Network design
Deployment
Performance analysis
Dimensioning
Inter-networking
Coverage

Scalability

Packet Delivery Ratio
Latency
Energy efficiency

... QoS

Architectures
Protocols
Algorithms
Mechanisms
Strategies

P

domains

deployment @

|ﬁ -

Smart Cities
Environment
Smart grid
Monitoring™

N
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LPWAN Applications

(i

I

LLEFEETTT =

(L1

D
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Additional
specifics

. | ™
o
§
- L é

Application requirement priorities
and characteristics

« Unidirectional, Bidirectional, Half/Full
« Scalability
« Data rate support, reliability

+ Outdoor/indoor
« Urban/rural areas

 Underground, underwater, through walls

» Energy efficiency
« Battery life

« Latency

« Device cost

« Network cost

« Scalability

« Application-specific requirements
 Deployment scenarios

(6]
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Factors Influencing Sensor Network
Design

Fault Tolerance (Reliability)
Scalability

Production Costs

Hardware Constraints

Sensor Network Topology

Operating Environment (Applications)
Transmission Media

Power Consumption (Lifetime)

D
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Design considerations

Traffic characteristics

Capacity and densification

Energy-efficient operations and low-power sources
Coverage

Localization

Security and privacy

Reduced device hardware complexity

Range of solutions options

Operations, interrelationships, and interworking

~
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Technological context

@ LigBee Blgfj[élgth“

WPAN

LPWAN

56

' sigfox LoRaWAN

EHNB-IoT  LTE-1Y)




Technological context

High BW

Medium BW

Low BW

Short Range Medium Range Long Range

—_
o
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Wireless access geographic coverage H

IEEE 802.15.4 LR-WPANS, IEEE802.11/a/b/g/n/ac Cellular : 2G/3G/4G/proposed 5G
ZigBee, WirelessHart, IEEE802.11p Wi-SUN Low-power wide area networks:
ISA100.11a, 6LOWPAN, IEEE802.11ad (60 GHz) ZigBee NAN Proprietary  Standard-based
Wibree, Bluetooth LE, IEEE802.11 af (White-Fi/ Wireless M-bus Sigfox LoRa and LoRaWAN
Insteon, Wavenis, Z-wave, Super Wi-Fi) Ingenu Weightless, NB-loT
ANT+, Enocean, and IEEE802,11ah (Wi-Fi Telensa LTE-M/MTC
CSRMesh HalLow) Qowisio DASH7, NB-Fi
nWave EC-GSM-loT
RFID IEEE 802.15.4'(!9
NFC

Ateliers Expérimentation et Instrumentation INSU - CNRS

. Wireless local 1 A nelghvgi;‘;l:gts:l o Wireless wide area

, areanetworks | networks (WWAN)

: d (WLAN) Y, networks (WNAN) : ;

S—— ' 1 1 ! 2

! 1 1 1 :

: : : : -

1 1 1 1 '

1 1 1 '

I . 1 1 '

I ! 1 1 1

] : ] 1 :

: : ' : : 1

- 1

- Contact/ ! ' ' : :

- proximity | ' : ! "

: range 1 : . : :

©0-10m : : ' '
: - 1

pR— - ! |

: Shortrange | ! . |

: 10-100 m * Short/medium ! : !

B range : ' '

1001000 m 1 :

—_ Medium range - '

upto 10 kms ' 1

' Long range :

upto 100 kms '




Comparison

Range
Geographical

Coverage, Penetration

Power
Consumption

Transmission L

Latency * Bandwidth
Number of
Base Stations Radio Chipset
Costs

Radio
Subscription Costs

Ateliers Expérimentation et Instrumentation INSU - CNRS
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Sensitivity

Link Budget

Range

(I=Indoor, O=0utdoor)

Data rate

TX current
consumption

Standby current

RX current

Battery ife
2000mAh

Localization

Interference
Immunity

Comparison

. Sigfox ®

-106 dBm
126 dB

O: 700m
I: 100m

100 kbps

300 mA
20 dBm

NC

50 mA

no

moderate

-92 dBm
112 dB

O: 200m
I: 30m

6 Mbps

350 mA
20 dBm

NC

70 mA

<1m

moderate

-100 dBm
108 dB

O: 150m
I: 30m

250 kbps

35 mA
8 dBm

0.003mA

26 mA

no

bad

-117 dBm
147 dB

2km urban
20km rural

1 Mbps

800 mA
30 dBm

3.5mA

50 mA

18 months
200m

moderate

-126 dBm
146 dB

2km urban
20km rural

600 bps

120 mA
20 dBm

0.001mA

10mA

90 months
no

bad

-136 dBm
150 dB

5km urban
15km rural

300 bps
to 10 kbps

39 - 124 mA
14 - 20 dBm

0.001mA

14 mA

105 months
10m

good

-
w
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Proprietary and standards-based
solutions

Proprietary technologies
Sigfox
Ingenu
Telensa
Qowisio
Nwave

Standards-based technologies
LoRa and LoRaWAN
Weightless
Narrowband Internet of things
LTE-M
DASH7
NB-Fi

N
N

Ateliers Expérimentation et Instrumentation INSU - CNRS

Enhanced coverage global system for mobile Internet of things (EC-GSM-IoT)

IEEE 802.15.4k
IEEE 802.15.4¢g



Proprietary and standards-based

solutions

Short-range network LPWAN
LTE Cat-M1
BLE ZigBee Wi-Fi LoRa Sigfox NB-loT

Frequency 2.4 GHz Sub-GHz/ 2.4/5 GHz Sub-GHz Sub-GHz LicensedGSM/LTE Licensed LTE

2.4 GHz bands bands
ISM Yes Yes Yes Yes Yes No No
Range 100—400m 100 m 50m 15 km 50 km 15km 11 km
Data rate <25 Mbps 250 kbps 600 Mbps 50 kbps 1 kbps 250 kbps 1 Mbps
Power Low Low High Low Low Low Low

Note: BLE, bluetooth low energy.

—_
(@)
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Proprietary and standards-based

solutions

Short-range network LPWAN
LTE Cat-M1
BLE ZigBee LoRa Sigfox NB-loT

Frequency (2.4 GHz Sub-GHz/ 2.4/5 GHz ' Sub-GHz Sub-GHz| LicensedGSM/LTE Licensed LTE

2.4 GHz bands bands
ISM Yes Yes Yes Yes No No
Range 100—400m 100 m 15 km 50 km 15km 11 km
Data raté | <25 Mbps 250 kbps 600 Mbps | 50 kbps 1 kbps 250 kbps 1 Mbps
Power Low Low ' Low Low Low Low

Note: BLE, bluetooth low energy.

Dashboard

/\ Duty-Cycle
01-1%

85BD5BFA'2

IDSBFA |

85BDSBFA 2

85BDSBFA:2
|
85BD5BFA2
> @

Uy

85BDSBFA2 | 85BD5BEB
85BD5BFA'2

85BDSBFA 2

[T
85BD5BFA2
il

‘ 85BD5BFA 2 85BDSBFA2 | || 85BD5BFA

85BD5SBFA2 | | 85BDSBFA2

Ly

13 00

1305

85BDSBFA2 85BDSBFA2

85BD5BFA 2

85BD5BFA'2

EE\EDEEFA 2

—_
(e}
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_Implementation factors

Private/some countries of Europe, America, Asia, LoRa Alliance ETSI LTN Very high
Oceania, and Africa
Europe, America, Australia, and areas of Africa and ETSILTN Very high
Asia
Europe, North America, Brazil, Argentina, Russia, 3GPP High
China, and Oceania
Europe, North America, Brazil, Argentina, Russia, 3GPP High
China, and Oceania
- - Very low
Private Weightless Special Interest Low
group
United States, China, South Africa, and Italy Wi-SUN Alliance IEEE Very low
802.15.4k,g
- ETSILTN Low
Global (GSM coverage) EC-GSM-loT Group 3GPP  Low
Private IEEE 802.15.4k Low
Private DASH7 Alliance Moderate
Private IQRF Alliance Low

Private — Low

—_
~
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~ More capabilities!

WUl = =B/ =W

=N W Www-=NMNNNW

Under
research

Under
research

Under
research

Yes

No

No

Yes

No

No

No

No

No

No

Under research

Yes

Under research

Under research
Yes
No
Under research
Yes
Yes
Yes

—_
oo
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LoRa & LoRaWAN




LoRaWAN

TTN indoor
* LoRa network gateway
*isa (Low Power Wide Area Network) like SigFox, L
» technology acquired by Semtech in 2012, | J
* LoRA is mostly a layer 1 (OSI stack) ranging from 169MHz to 1GHz, |

* Mostly known implementation focus on the 433/868MHz (ISM) frequency,
Chirp spread spectrum (CSS) modulation (FHSS for ZibBee and BT),
enables point to multi-points networks,

LoRa modules available (like RFM95W with a 20dBm PA),

* LoRaWAN is (OSI) uppers layers,

» Bouygues, Orange and others have deployed LoRaWAN by the end of 2017.

48> [2020] Helctec Cube Cell, LoRaWAN
J arduino compatible board

20




LoRaWAN

* LoRa network (cont’'d)
* Max. 50kbps,

App. payload up to 222 bytes,
125 to 250kHz bandwidth,

1% & 10% duty-cycle @ 868MHz,
LoRaWAN server @ base station,

 LoRaWAN manages data-rate AND
power of each end-device,
(Adaptative Data Rate —ADR)

* Allow Private Network

https://www.lora-alliance.org

[downlinks] #1km \i/[uplinks] up to 15km

8 channels @ 868 ISM band

SX1276 based LoRa module
F BSFrance

module ‘

BSFrance LoRaM3-D L151/STM32 + OLED + LiPo +
SX1276

N
—_
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LoRaWAN Devices

Eteoeenge@

Heltec CubeCell LoRaWAN

e.g Ecolab'’s -80°c fridges e~

e
RN2483 - MICROCHIP
RaspberryPi LoRaWAN HAT
(includes GPS) — ——

LoRa-ES
(stm32WL55 based,

Need help designing your solution ?

? ask the LoRaWAN multi labs design team :)

JL.Druilhe, M.Irain, R.Kacimi & F.Thiebolt
|

RN24834 + breakout-board USB to serial adapter

Heltec LoRaWAN

Heltec ESP32 based LoRaWAN
Y § S0 HE

22
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UT3 LoRaWAN Infrastructure

2 UT3 ' campus &

S TN %o

% 1({ %

»

-]

- “_i! L‘
nt

I ']

=
e |

‘o
- N
.

iy

%\
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UT3 LoRaWAN Infrastructure

@ 4G backhauled gateways
... or hidden gateways

@ Private LoRaWAN network
i.e we do not rely on any extemal infrastructure

@ COnect custom gateways

* Packet forwarder mode

———

&0

15km uplinks*
(Line Of Sight)

LoRaWAN server

https:/florawan.univ-tise3.fr
* beware of downlinks
whose range is <<< !

datalake ingestion & data retrieval :) ~220 million data

@ End-users may retrieve their data either —

through our MQTT server, a http endpoint
... or even via their own MQTT broker |

)
Jupyter e

N
S
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DIGI XBEE 3
ZIGBEE 3.0

Bande 2.4 GHz

Débit 250 Kbps

Délai 5 ms

Portée ~100-3200 m
Topologie Star, Tree, Mesh

Zigbee 3.0 Stack

Business Application

Zigbee Device

Zigbee Base Device
Zigbee Pro APS Layer

Zigbee Network (NWK) Layer

IEEE® 802.15.4 MAC Layer

IEEE® 802.15.4 PHY Layer

. ZigBee Coordinator
O ZigBee Router
‘ ZigBee End Device

Ateliers Expérimentation et Instrumentation INSU - CNRS
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NB-loT

Cellular Technology Evolution

Rel. 13 Rel. 15
2013 2015 2016 2018

C C . —e T >
| LTE-M NR (5G)
UM € +  Low data rate and «  Milimeter
: low power LTE wavelength
SlngX +  Same waveform « Beam forming
‘ as for LTE + SDN
_ » Very low data rate *+ NFV/ Slicing
—— »  Very low power
consumption
«  Ultra-Narrow Band NB-loT
+ ISM Bands
N =7 «  Proprietary
i + Same waveform as for LTE
\/_7 . bSp:giﬁ;;?S kHz subcarrier
andwi
LORa(WAN) « 200 kHz deployment granularity
% = * Lower data rate and lower
~ 7 «  Spread spectrum power consumption than LTE-M
T +  Standardized + Designed for extended coverage
+ |ISM Bands

© R. Barbau

Ateliers Expérimentation et Instrumentation INSU - CNRS

N
[o]



loT in 5G

ey Enhanced Mobile Broadband Jer e
SDN Bands

Video

Streaming

NFV
—l_ Augmented I
reality
HOM
- e ®] @) Self Driving
: —
ﬁ ' O ) O Cars
Massive Machine Type Ultra-reliable and Low Latency
Communications Communications

5G Spider Diagram Combined

—  LTE-M (eMTC)

© R. Barbau

N
©
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Example 1: ECOnect prOJect

L'EUROPE S'ENGAGE
LOCCITAN!E AGIT

uuuuuuuuuuuuuuu

<+ Data communication and Data processing architecture

Ruche

. Openfeeder
connectée

c‘o ecte automatisée
desdonnees

Smartnest

econect. cnrs. fr}

Develop an architecture for
collection, transfer and analysis
of environmental data Aquacosme

Centrale de
commumcatlon locale

Traitement et
visualisation
des données cu”

Apply this architecture to three
environment sentinel systems &é Sf'e"““
Chercheurs participatives
Se rveur distant

Evaluate the relevance of these base de données) /

. . AN x .
sentinel systems to assess, in ’ l\ ot

. . a c°

an integrative way, the effect of ,

anthropogenic pressures

Interface web

« Développement de systemes sentinelles de I'environnement, connectés, pour mieux
comprendre |la dégradation des cours d’eau, le déclin des abeilles et des oiseaux »

Contact : Amaud Elger, LEFE

Ateliers Expérimentation et Instrumentation INSU - CNRS
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Example 1: ECOnect project

<+ Data communication and Data processing architecture

Ruche
connectée

c‘o ecte automatisée
desdonnees

v' Abeille domestique
Dynamique de la colonle , -~

Centrale de
commumcatlon locale

Smartnest
-, an

velle de

Traitement et

visualisation
desdonnées  con** ,.. 5
‘y
Sciences
Chercheurs participatives
Serveur distant

(base de données)

Interface web

v' Microcosme aquatique
*  Physico-chimie de l'eau
* Fonctions écologiques

Openfeeder

w
N

§

conect

Ateliers Expérimentation et Instrumentation INSU - CNRS

v" Mésange charbonniére
+  Comportement et cognition
*  Succes reproducteur



v' Abeille domestique

v' Microcosme aquatique

Example 1: ECOnect project

<+ Data communication and Data processing architecture

Ruche
connectée

-
-
-
-
-

i Centrale de
U4 communication locale

/
Dynamique de la colonle ,
7 Traitement et

CL”

,' visualisation
/ des données
/
U4
Y i Sciences
Chercheurs participatives
Serveur distant

(base de données) /
&
@
O L.-,
(.0(‘\ '--Q;J \ \.\
¥ \.\c“‘
W

Interface web

. Physico-chimie de l'eau Centrale de communication
«  Fonctions écologiques Multi-techno
ZigBee, LoRaWAN, LTE

eder

Openfe
\ ‘I‘ 1 { .‘
(’o ]ecte automatisée SS
des données Smartnest

w
w

§
Qanes
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v" Mésange charbonniére
+  Comportement et cognition
*  Succes reproducteur



Example 1: ECOnect project
LoRaWAN-enabled sentinel

aerinl

nodeRed LoRaWAN processing

Inf;d in

S mu

iti-parameters

’
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nodeRed LoRaWAN processing

111

§ 35

AAS] mul

iti-parameters

’
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Node-RED
Visual loT
Programming
tool



Example 1: ECOnect project

<+ Data communication and Data processing architecture

Serveur Lhan
eConect &¢

w
(e}
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Example 1: ECOnect project

ZigBee-enabled sentinel

testsa 115m, 300m, 1100m
Débit support 250 kbps
Image ~50Ko en 10s

Nichoir
Connecté
[SETE Moulis]

w
~
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Example 2: Indoor Air Quality monitoring .

iterrey B

CSiirdAan

https://3sgair.com

. mongoDB
S—————

- ) influxdb

https://greenme.fr

Ateliers Expérimentation et Instrumentation INSU - CNRS

LoRaWAN server
https://lorawan.univ-tise3 fr Grafana

Data Explorer

Craph

https://catie.fr



Example 3: Filter

Artificial
Intelligence (7

loT system and
i ‘L- h environmental
smartcleangarden.orq pRREE S  (eo -I-o e-sensors
-0
www.transnet-sudoe.eu J~--0 11
SmartCleanGarden
M Concept )
()
0

Constructed Wetla nd Reuse wastewaters
with Enhanced Biodversity for green parks

filters by increased
biodiversity»

« Optimization of planted N 4
2

« Filtre planté saturé-insaturé »

Contact : Magali Gerino, LEFE

w
©
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Example 4: Terra Forma

“ TRL: 6to 8

< 15 sites

" on .
Data Management

Deliverable
4
wWpP2. Sensors: new
Innovative @@ technologies
Sensors adapted to field
nfrastructure
@ from sensorto
FAIR data
WP4. From

Problem framing
engagement,
learning

sensing to
action

Field setup -
phase 1 (3 pilot
sites)

WPS., Pilot sites
implementation

Field setup -
phase 2 (12 sites)

Setup
Phase

Exploitation

. Phase

(%) Cloud gaen an
access to dashboard
(wsualsaton) and
chslaboasay (i)

(2) Low-Poseer VYiide.
Araa Netveoric
(rarge of several km)

(1) Wirsless
Fersonal Area
Nettwerk
rarge of several m)

.

SegFox (aay

Pabokc
Urwas

(D} 4

el e

Aar
[N

R
LEFWAN

(((l))) LoRan

((g)
- (’ g\)

Proce (oay

o
—— ol
phann
el mae b

[ 3]

((‘Il)) -

GGG

L}
.
o7
L]
L]

Wire interfaced sensors

40
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The downlink limitation

)

(1)

)

Objects Base stations 3D-UNB core network Application servers

Mainly needed for remote configuration and firmware upgrade.

Ateliers Expérimentation et Instrumentation INSU - CNRS

N
N



Densification & coverage

«» Controversial issue

< Simple Idea

End node

Uplink #0

20

Receive window

£0

2

Gateway

Downlink #0

(a) Straight relaying

Source: The Things Network

N
w

Ateliers Expérimentation et Instrumentation INSU - CNRS



Densification & coverage

+»» Data Extraction Rate

“q N e

(b) Suburb of Toulouse, IRIT-UT3, a typical suburban area allowing LoS
(a) City center of Toulouse, representative of denseurban environment.  conditions but not being full clear field.

SF7 === SF8 == SF12 === 2-hops ==m) §F7 == SF8 == §F12 == 2-hops &=m

—r 1 1 T T 1 ' ' ! ! ' T s
9 [N S S S— ... ._*‘ | s
2 i ©
§ 08—l A HER ... " g ,,,,,
i " i
5 ook ALt 7 PR T M. 5
8 a
02 |t .
. PP P2 P3 P& PS5 PB P7 P8 2] = P4 PS5 P6 (relay)
Sources (P1.P6) and Relays (P7, P8) positions Source and Relay positions
(a) Urban area. Relays are located at P7 and P8. PS8 relays (b) Suburban area. Relay is located at P6.

P6 and P3 while PT7 relays the others.

[*] E. Lumet, A. Le Floch, R. Kacimi, M. Lihoreau, and A.-L. Beylot. "LoRaWAN Relaying : Push the Cell Boundaries*
In : 24th Inter-national Conference on Modeling, Analysis and Simulation of Wireless and Mobile Systems (MSWIM’21), ACM, Alicante, 2021.

44
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Thank youl!

< Contact
Rahim.Kacimi@irit.fr

UNIVERSITE
TouLoUsEll Bl ne(Campus
PAUL SABATIER Wil —

\, Laboratoire écologie

. fonctionnelle
et environnement

J

Station d'Ecologie
Théorique et Expérimentale

RENA
O adict 5 @

Le suivi a dlstance (

LAAS
CNRS -
o Copn e GEOGRAPHIE DE LENVIRONNEMENT —

N
(6)]
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